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AMPS

To log in to AMPS with User ID and Password, navigate to the AMPS Single Sign-On Authentication screen: https://amps.dla.mil/
What does a failed

Defense Logistics Agency

password-attempt look like?

'||||||| Single Sign-On Authentication

If you submit an incorrect password

in AMPS ...
1. AMPS displays an error message at the top

First Time User? Click Here to Register

of the Single Sign-On Authentication Use this option o register if you have never had a DLA account or if you have
screen thEﬁfSt and second t'ime yOU Smeit |access to an existing DLA application but have not registered in AMPS
an incorrect pCISSWOf'd. Eorgot your User ID? Click Here
. Use this option if you have registered with AMPS in the past but cannot remember
2. If you have forgotten your password, click your DLA assigned User ID.
the link that says: # [Forgot your Password? Click Here
Forgot your PaSSWOfd? C||Ck Here Use this upilog if you have registered with AMPS in the past but cannot remember
YOUT Passwor

(If you chose this path, skip to step 6.)

UserID|E MAccount Management and Provisioning System (AMPS)

PassWord | - ereersesanens

What is a maximum

Login

Account Locked

password-attempts lockout?

Your account is locked. You can unlock your account by going to

Forgot Password

If you submit an incorrect password
three times in a row, AMPS locks

your account and ...
3. Displays an Account Locked screen.

mAccount Management and Provisioning System (AMPS)

Forgot Password

Follow these steps to unlock Entar Ufemame i >
your AMPS account:

Enter User ID: [E l Go |h

Mﬁccount Management and Provisioning System (AMPS)

4. Click the Forgot Password link on the
Account Locked screen.

AMPS opens the Forgot Password screen.

Forgot Password
5. Enter your User ID in the text box. 9

continued on page 2

6. Click the Go button. —8
Send Email
AMPS informs you an email has been sent to [An email has been sent to the email address we have on file for your account. Please use the link in the email to reset your password.]

the email address on file for your account. .
If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032

7. Close your browser. (press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

Snapshot Maximum Password-Attempts Lockout Ver 1.0.1.pdf 1of3 Property of U.S. Government, 2026. Approved for public release. Distribution unlimited.



AMPS Snapshot: Maximum Password-Attempts Lockout - External Users

PS
Follow these steps to unlock

your AMPS account:

Email Notification

8. Go to your email inbox (not shown).

9. Open the email from AMPS with the
subject: Reset Your Password

10. Click the link provided in the email.

AMPS opens the Security Questions screen.

E T ‘L ¥ Reset Your Password - Message (Plain Text) — (m] b4
File Message Help Acrobat Q  Tell me what you want to do
[l Delete + = BHv | € Reply € Replyall —> Forward | [88] Allapps | B Bipublisher v 57 MarkUnread B5~ [0 - L Find | 5%~ Q Zoom

-] ~
[ Reset Your Password]

<_) Reply <<_\J Reply All —> Forward -

o amps.prod.user@dlam ® “ue
To @ Mon 7/29/2024 4:07 PM

removed extra line breaks from this message

You have requested to reset your password. Please click the link, or copy the the URL below into your browser to reset your password.

e

https://amps.dla.mil//SelfService/faces/adf.task-flow?adf.tfld=reset-password-token&adf.tfDoc=/WEB-INF/reset-password-
token.xml&token=31f334f651c26bc06dffd2b3f8b80e78ef1317e99d41631309¢918cc1668a

This link will expire on 07/30/2024 08:06 PM GMT

Security Questions screen

11. Enter your answers to the three security
guestions in the text boxes.
(These are the answers you provided during
your account registration.)

12. Click the Next button.

AMPS opens the Reset Password screen.
The rules for creating an AMPS password are
listed on the right side.

mAccount Management and Provisioning System (AMPS)

Answer your Security Questions

Enter you security questions below. Your answers are not case sensitive, however
spaces and punctuation must be entered exactly as you have specified when you set
* What is the city of your birth?

Cancel

your security questions.
* What,is your favorite color?,
e )

Reset Password screen

13. Enter your new password in the
Enter New Password text field.

14. Enter your new password in the
Confirm Password text field.

15. Click the Reset Password button.

AMPS opens a confirmation screen.

continued on page 3

* What is your mother's maiden name?
mAccount Management and Provisioning System (AMPS)
Reset Password

Your new password must contain the following:
1) Minimum length of 15 Characters

Confirm Password ) Maximum length of 30 Characters
Cancel | Reset Password ‘h 3) Minimum of 4 Alphabetic Characters
4) Minimum of 2 Numeric Characters
) Minimum of 2 Lowercase Characters
6) Minimum of 2 Uppercase Characters
7) Minimum of 2 Special Characters
8) Must begin with an Alphabetic Character
) Must not use any of your previous 10 passwords
10) Valid Characters: a-zA-Z0-9 + ! # ~: . ~ -

11) Must not contain your login name, first name, last name or email address

Enter New Password
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Follow these steps to unlock

your AMPS account:

Password Reset Confirmation screen

16. Follow the instructions: Close your browser
and wait 5 minutes before attempting to
log in with your new password.

Password Reset

MAccount Management and Provisioning System (AMPS)

Your password has been reset.

Please close your browser and wait 5 minutes before using this password to log into AMPS, and other applications to which you may have access.

If you need IT assistance, please contact the DISA Global Service Desk by calling toll free 844-DISA-HLP (844-347-2457) or DSN 850-0032
(press 5, then speak or enter D-L-A) or visit the DLA Service Portal (.mil only) at https://dla.servicenowservices.mil/sp?id=index

Email Notification

17. Go to your email inbox (not shown).
18. Open the email from AMPS with the
subject: Your Password Has Been Reset

This email confirms that your password has
been reset, and provides guidance if you
received the email confirmation, but did not
request that your password be reset.

File Message Help  Acrobat @ Tell me what you want to do
m - =5 - o 9 = Allapps &7 Mark Unread B8

[Your Password Has Been Reset]

IZ:_i_:ZI We removed extra line breaks from this message.

amps.prod.user@dla.mi
To ©

‘i v O\ Zoom

~ . O Find 5
[P

— Forward

@ | O Reply | & Reply Al

Wed 8/7/2024 3:47 PM

[Your password has been reset. If you did not reset your password, please notify the DISA Global Service Desk immediately.]

FINISHED!

You have completed the process to reset your
password.
You may log in to AMPS in the usual way.

AMPS-Password Expiration:

Your AMPS password will expire after 60 days.
To maintain access to your AMPS account,
please update your password regularly.

Note!

When you change your AMPS password, this
change is propagated to each AUTO-
PROVISIONED application for which you have a
role. Occasionally, an auto-provisioned
application may not accept a character that
AMPS does accept, and a password valid in
AMPS may be invalid in an application.

If you have difficulty resetting a password,
contact the DISA Global Service Desk for
assistance and recommendations.
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